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Abstract

Serverless computing promises enhanced resource efficiency
and lower user costs, yet is burdened by a heavyweight, CPU-
bound data plane. Prior efforts exploiting shared memory
reduce overhead locally but fall short when scaling across
nodes. Furthermore, serverless environments can have un-
predictable and large-scale multi-tenancy, leading to con-
tention for shared network resources.

We present NADINO, a DPU-centric serverless data plane
that reduces the CPU burden and enables efficient, zero-copy
communication in multi-tenant serverless clouds. Despite
the limited general-purpose processing capability of the DPU
cores, NADINO strategically exploits the DPU’s potential by
(1) offloading data transmission to high-performance NIC
cores via RDMA, combined with intra-node shared mem-
ory to eliminate data copies across nodes, and (2) enabling
cross-processor (CPU-DPU) shared memory to eliminate re-
dundant data movement, which overwhelms wimpy DPU
cores. At the core of NADINO is the DPU-enabled network
engine (DNE) - a lightweight reverse proxy that isolates
RDMA resources from tenant functions, orchestrates inter-
node RDMA flows, and enforces fairness under contention.

To further reduce CPU involvement, NADINO performs
early HTTP/TCP-to-RDMA transport conversion at the cloud
ingress, bridging the protocol mismatch before client traffic
enters the RDMA fabric, thus avoiding costly protocol trans-
lation along the critical path. We show that careful selection
of RDMA primitives (i.e., two-sided instead of one-sided)
significantly affects the zero-copy data plane.

Our preliminary experimental results show that enabling
DPU offloading in NADINO improves RPS by 20.9%X. The
latency is reduced by a factor of 21X in the best case, all the
while saving up to 7 CPU cores, and only consuming two
wimpy DPU cores.

CCS Concepts: « Networks — Cloud computing; Data
center networks; - Computer systems organization —
Cloud computing.
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1 Introduction

Serverless computing, or Function-as-a-Service (FaaS [7]),
eases the burden on application developers to provision and
manage cloud resources, while its fine-grained resource elas-
ticity dramatically reduces user costs [44, 80, 92]. Despite
many positive features, the data plane in current server-
less platforms is heavily CPU-bound, caused by significant
overheads from kernel-based inter-function networking [23,
42, 56, 78]. This cost is further amplified by the loose cou-
pling between serverless functions, resulting in duplicate
data plane processing in a “chain” of disaggregated functions
and severely impacting performance.

To reduce the data plane overhead in serverless environ-
ments, existing solutions have leveraged shared memory
processing, enabling faster and efficient zero-copy communi-
cation between functions [29, 43, 78, 100]. However, they are
primarily for intra-node communication, restricting their ap-
plicability in a distributed serverless system where functions
of a chain may be spread across multiple nodes. RDMA-based
network fabrics, widely deployed in data centers [20, 40], can
extend zero-copy communication! to distributed environ-
ments and enable low-latency, efficient inter-function com-
munication by leveraging hardware acceleration [32, 64, 67].
More recently, RDMA NICs (RNICs) have been enhanced
with onboard, general-purpose processing cores, evolving
into SmartNIC-like Data Processing Units (DPUs) [6, 95].
DPUs can offload and orchestrate data plane tasks directly
on the integrated RNICs and have become a fundamental ele-
ment of compute nodes in the cloud [8, 9, 35, 69, 86]. Despite
these infrastructure-level advancements, several challenges
remain to be addressed before its full potential can be un-
leashed in serverless environments:

Multi-tenancy related challenges persist in the serverless
environment, with resource contention becoming even more

In our context, “zero-copy” specifically refers to the elimination of
software-based data copies, while allowing hardware-based mechanisms
like DMA/RDMA for efficient data movement.
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dynamic and unpredictable. This stems from the fundamen-
tal goal of fine-grained resource elasticity of serverless com-
puting. Frequent configuration changes due to workload
variation, function placement and auto-scaling require cor-
responding flexibility in provisioning of compute/network
resources for each tenant. While existing platforms have
developed robust CPU, memory, and traditional network
I/O isolation across tenants [84, 89, 90], they largely over-
look RDMA-related network isolation, leaving inter-tenant
RDMA traffic vulnerable to interference. This gap exists be-
cause serverless functions typically lack the privilege to ac-
cess RNIC directly (i.e., operating RDMA Queue Pairs (QPs)
via IB verbs). Granting untrusted user functions direct ac-
cess to RDMA resources can introduce significant security
risks [41, 48, 91] and fail to ensure fair sharing (e.g., of the
bandwidth of the RDMA Fabric) among different tenants
(more details in §2.1).

Serverless platforms strive to maximize the density of user
functions per node [19, 60]. However, having the CPU, which
is the primary place for function execution, perform auxil-
iary orchestration tasks (such as managing multi-tenancy
and operating RDMA QPs) consumes valuable CPU cycles,
which instead could be used for executing serverless func-
tions. DPUs present an attractive offloading target, but face
two principal limitations: (1) Wimpy DPU cores: DPU cores
are generally much less powerful than those of CPUs, so
they struggle with heavyweight packet processing [65, 69],
especially for protocol processing and state management
on the DPU. (2) Cross-processor (CPU-DPU) data movement
overhead: To perform network orchestration on the DPU,
inbound packets must traverse from the RNIC to the DPU,
before onward to the CPU for function execution, and vice
versa for outbound packets. This “on-path” CPU-DPU data
movement incurs nontrivial overhead, despite being accel-
erated by the DPU’s DMA engine. Empirical measurements
(see §4.1.1) show up to a 1.54% performance degradation,
compared to having the data directly transmitted from host
(CPU) out to the network using the RNIC’s DMA.

To create a zero-copy dataplane in a distributed environ-
ment, inter-node (RDMA) and intra-node (shared memory)
data transfers should share a unified memory pool. Main-
taining separate pools for inter-node and intra-node com-
munication inevitably results in data copies (Fig. 3 (2)). But
sharing a unified memory pool for a combined inter-node
and intra-node dataplane is nontrivial. Since data buffers are
shared, careful management of data ownership is essential to
prevent contention. Although locks and collective synchro-
nization (such as Rendezvous [88]) can be used to manage
data ownership between distributed functions, they can also
significantly degrade performance (Fig. 3 (1)).

Additionally, external clients use HTTP/TCP while the
RDMA Fabric uses a more lightweight transport. Existing
RDMA-based serverless data planes often overlook this trans-
port mismatch, still relying on HTTP/TCP ingress gateways
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at the cluster edge to forward TCP connection traffic from
external clients to worker nodes. The worker’s local TCP/IP
stack has to process requests before switching to RDMA or
shared memory (see Fig. 4). This redundant processing at
both the ingress and worker nodes leads to inefficiencies.
Our findings (§4.1.3) show up to 11.4X performance degra-
dation and also significant CPU consumption. We believe
the TCP connection ought to be properly terminated at the
ingress gateway, and only the payload efficiently transferred
over RDMA to maximize performance.
NADINO Overview. To address these concerns, we propose
NADINO, a DPU-centric serverless data plane that seam-
lessly integrates intra-node shared memory processing with
inter-node RDMA-based data transfers, interacting over a
unified memory pool on each worker node. This facilitates
true zero-copy data transfers between functions and elimi-
nates the heavyweight kernel-based data transfers, regard-
less of their physical location within the serverless cloud.

To support multi-tenancy in serverless environments us-
ing RDMA Fabrics, NADINO introduces a node-wide, DPU-
enabled Network Engine (called “DNE”) as a software indirec-
tion layer to operate RDMA QPs on behalf of user functions.
This allows fast inter-node communication while isolating
the RNIC from direct access by untrusted functions. This cen-
tralized management of a node’s RDMA resources enforces
per-tenant traffic management policies, ensuring fair sharing
of RDMA resources (e.g., bandwidth) among tenants (§3.3).
In addition, DPU offloading offers two key benefits: (1) iso-
lating the trusted network engine physically from untrusted
user functions running on the CPU [16, 25, 75] to maintain
its integrity, while (2) mitigating any CPU consumption for
executing network engine tasks.
Unleashing DPU Offloading with NADINO. To unleash
the power of the DPU, despite its wimpy processor cores,
NADINO incorporates several key innovations into the DNE:
(1) Cross-processor (CPU-DPU) memory sharing eliminates
the need (and associated cost) for “on-path” data movement
by the DNE (§3.4.2). This further enables the split of control
and data path and ensures that each component on DPU is
used for what it is best suited to: The DNE serves purely as
an off-path controller, leveraging the programmable DPU
cores for managing the RDMA data transfers and ensur-
ing fair sharing of RNIC resources across tenants, while the
RNIC itself handles the high-performance data plane trans-
fers using the DMA-based data movement. This is similar in
design to [104]. (2) Run-to-completion packet processing (§3.2).
The DNE employs a non-blocking, run-to-completion I/O
model to handle two-sided RDMA operations and support
multi-tenancy, inspired by the approach taken by IX [22]
and demikernel [102]. This minimizes context switching and
CPU scheduling overheads, alleviating the performance con-
straints of the wimpy DPU cores.

To address both the memory management & synchroniza-
tion challenge and the mismatch between HTTP/TCP vs.
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RDMA transport protocol mismatch, we introduce two key
innovations in NADINO’s zero-copy data plane: (1) Lock-free
communication primitives (§3.5). In serverless environments,
functions interact through a natural producer—consumer re-
lationship. NADINO exploits this to adopt two-sided RDMA
primitives for inter-node communication. Since the con-
sumer always posts receive buffers in advance, the producer
can issue sends without requiring distributed locks or in-
curring additional copies by the consumer. On the other
hand, the copy would be inevitable when using one-sided
RDMA (see discussion in §2.1). In intra-node data plane,
we adopt a ‘token-passing’ scheme for ownership transfer
of shared memory buffers. Both mitigate the need of locks
and avoid the heavyweight synchronization schemes like
Rendezvous. (2) Early transport conversion at cluster ingress
(§3.6). By performing HTTP/TCP-to-RDMA conversion at
the cluster-wide ingress (the earliest entry point into the
serverless cloud), NADINO removes all software-based pro-
tocol processing overheads from the worker nodes. This
aligns perfectly with NADINO’s zero-copy design princi-
ple. NADINO integrates the DPDK-based F-stack [14] with
the cluster-wide ingress for high-performance TCP/IP pro-
tocol processing and uses horizontal scaling to dynamically
accommodate DPDK’s polling cost.
The major contributions of NADINO? include:

e NADINO cleanly separates data-path and control-path
tasks: RNIC handles fast-path packet I/O (e.g., RDMA pro-
tocol processing, DMA), while DPU cores handle light-
weight control path tasks such as operating RDMA QPs
and multi-tenant scheduling. The DPU-based design out-
performs the CPU-based design by 1.3~1.8% in RPS (§4.3).

e We show that having the serverless data plane built on
top of two-sided RDMA yields up to 2.8x reduced latency
and up to 2.7X improved throughput compared to variants
using one-sided RDMA (§4.1.2).

e NADINO exploits the DPU in the serverless data plane to
manage multi-tenancy in RDMA Fabrics. Evaluation in
§4.2 shows that NADINO can fairly and precisely share
RNIC bandwidth between tenants according to their weights.

e We introduce the first high-performance HTTP/TCP-to-
RDMA ingress gateway designed for serverless environ-
ments. Compared to a traditional HTTP/TCP-based ingress
gateway, even those using a high-performance TCP/IP
stack, our design achieves a 3.4x reduction in end-to-end
latency and a 3.2X increase in throughput.

Generality of the design. While NADINO is currently
implemented on BlueField-2, the rationale for our design ex-
tends beyond their current hardware limitations. Even with
new DPUs such as BlueField-3 that incorporate dedicated
Datapath Accelerators (DPAs), a strict separation of concerns
remains beneficial: the control plane is naturally lightweight
and programmable, while the RNIC excels at line-rate data

2NADINO is available at https://github.com/ucr-serverless/NADINO.git
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movement. In fact, NADINO can further benefit from the
massive parallelism offered by DPAs (16 cores with 256 hard-
ware threads [104]), which is well-suited for control plane
tasks when handling large numbers of concurrent functions.
NADINO’s design principle of offloading the data plane to
hardware while retaining flexible control in software remains
valid across platforms.

2 Background & Motivation

A Quick Primer on Serverless Data Planes. Fig. 1 shows
the key components of a typical serverless data plane. Each
serverless function comprises a user function container re-
sponsible for executing the application logic and a separate
sidecar container [1, 4] for executing service mesh function-
ality, which helps to orchestrate the loosely coupled server-
less functions. At the edge of this infrastructure is a cluster-
wide ingress gateway, which serves as the entry point to the
serverless cluster, facilitating tasks such as authentication.
To facilitate invocations between serverless functions (when
organized as function chains), serverless platforms generally
rely on a message broker or coordinator. These data plane
components typically communicate using slow, kernel-based
networking, which incurs significant overheads, including
data copies, context switches, interrupts, protocol processing
(e.g., TCP/IP) and serialization/deserialization [26].

RDMA enables zero-copy networking to be distributed.
RDMA facilitates zero-copy, kernel-bypass data movement
between nodes equipped with RDMA-capable NICs. This
capability extends zero-copy communication across multiple
nodes in a serverless environment. It allows the widely used
intra-node shared memory approaches to scale, without hav-
ing to rely on the limitations of locality-aware placement
strategies to maximize performance [27, 43, 78, 100]. Such
placement strategies are often impractical due to node-wide
resource constraints and the massive scale of production
cloud applications [68]. Prior systems such as Junction [36],
Pegasus [77], SURE [76], Demikernel [102], and mRPC [28]
also pursue kernel-bypass communication across nodes, but
all rely on software TCP/IP processing (e.g., custom TCP
stacks or F-stack). This software transport remains CPU-
bound and incurs higher overhead (evaluated in §4.3). RDMA
stands out by offloading transport-layer processing from the
CPU to hardware.
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Figure 1. The architecture of serverless data plane (based
on Knative’s Serving/Eventing architecture [4]).


https://github.com/ucr-serverless/NADINO.git

EUROSYS ’26, April 27-30, 2026, Edinburgh, Scotland Uk

2.1 Challenges and Design Decisions

We identify RDMA as the ideal choice to enable a distributed
zero-copy data plane for serverless computing. We focus
on Reliable Connected (RC) RDMA transport in this work,
ensuring in-order delivery and end-to-end reliability for
application-layer transactions. This is also commonly used in
practice [20, 32]. Despite early explorations [64, 67], several
challenges remain to be addressed.

Challenge#1. Serverless computing lacks multi-tenancy
support for RDMA Fabrics. Applications interact with the
RNIC for data transfer via the QP abstraction [45], which
requires privileged, low-level control of the RNIC. However,
existing serverless platforms typically block low-level priv-
ileges from user code due to security concerns (e.g., DoS
attacks, possibly by malfunctioning clients that cause QP
exhaustion [79, 98]). Further, direct access of QPs by server-
less functions is also undesirable since it lacks the required
isolation of shared RDMA resources across different ten-
ants. Functions from different tenants would have to contend
for locks to access the shared QP resources [32, 45, 59, 73].
This impacts performance due to lock contention as well
as frequent cache line thrashing for QP buffers across CPU
cores [32, 45]. Further, it is more difficult to enforce a fair
allocation of QPs to tenants or prioritize traffic of impor-
tant tenants. E.g., a ‘rogue’ tenant could occupy a set of QPs
for a long time (i.e., possibly even deliberately not release
the lock), thus starving other tenants of RDMA resources.
Thus, there is no safe way for untrusted user code to exploit
RDMA’s high-performance data paths. Instead, RDMA must
be offered as a managed network service, fully isolated from
user-level code.

Design Implication#1: Exposing RDMA QPs directly to user
functions is less feasible (and harmful) in a multi-tenant
serverless environment. A managed network service (such
as a node-wide network engine) helps enforce tenant-based
isolation and manage QPs on behalf of user functions.

Challenge#2: Wimpy DPU Cores Slow Down On-path
Processing when DPU Offloading. The DPU SoC can
operate in the on-path mode or off-path mode [65, 95]. On-
path mode allows full access to the in-flight data (since data
is buffered in the DPU before being transferred further, as
in Fig. 2 (1)). This enables the network engine on the DPU
SoC to perform lightweight network processing, e.g., for
multi-tenancy support, before the data is relayed to the host
functions. However, the on-path mode incurs additional data

(1) On-path DPU Offloading

Host El

(2) Off-path DPU Offloading

Host El

3 QP Network 1
. RNIC @ Engine
Hgﬁ;r%rély —— 3| x-processor

shared memory

DPU  ArM soC DPU  ArM soC
QP Network

RNIC @ Engine

memory RDMA’

Figure 2. (1) On-path DPU offloading VS. (2) off-path DPU
offloading (using cross-processor shared memory).
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movement between the network engine on the DPU and
the host. Even using the SoC DMA (which we find to be
unfortunately very slow) can slow down the data path by up
to 1.33X as we assess in §4.1.1.

DPU SoCs configured in off-path mode are typically con-
sidered to have limited (or no) access to the packet data, as
the data is moved directly between the integrated RNIC and
host memory [65]. Thus, under the off-path mode, it is very
difficult to have the equivalent network protocol processing
on the DPU as the on-path mode. However, by creating a uni-
fied, cross-processor shared memory between the DPU and
the host (CPU), we can expose the buffers of the host to the
DPU even in the off-path mode (see Fig. 2 (2)). This is made
possible by having a cross-processor memory map primi-
tive on the DPU (e.g., DOCA mmap library for the NVIDIA
Bluefield DPU [15]). The integrated RNIC on the DPU per-
forms RDMA operations to directly transfer data into the
host shared memory. The off-path network engine running
on the DPU manages the inter-node RDMA data paths by
manipulating the RDMA QPs, without adding delays to the
data path. The data is moved by the RNIC DMA (which runs
at line rate) directly into the host memory, without encoun-
tering the limitation of the slow SoC DMA.

Design Implication#2: Cross-processor shared memory en-
hances off-path DPU offloading with full control of the data
buffer while eliminating the additional data movement be-
tween DPU and the host (CPU) of the on-path mode.

Challenge#3: Selection of RDMA primitives for lock-
free zero-copy communication. RDMA supports two modes
of operation: one-sided and two-sided [45]. One-sided oper-
ations allow direct read or write access to buffers in the pre-
registered memory region on a remote node without requir-
ing the active involvement of the remote CPU. In contrast,
two-sided operations adhere to traditional message-passing
semantics, where both the sender and receiver actively par-
ticipate in the communication. The sender delivers the data
to a buffer explicitly posted by the receiver, offering greater
flexibility in handling dynamic memory access requirements.
There is no one-size-fits-all answer to whether one-sided or
two-sided RDMA operation is better [24]. Conventional wis-
dom is that one-sided operations are faster than two-sided
operations, while being highly CPU efficient [32].

The core of a lock-free zero-copy data plane in a dis-
tributed serverless environment lies in having a unified mem-
ory pool on each node. Because functions may execute asyn-
chronously across nodes, simultaneous inter-node RDMA
access and intra-node shared-memory accesses to a buffer in
the unified memory pool can conflict, resulting in data races.

However, one-sided RDMA operations have a fatal flaw for
our application scenario, which we define as the sender being
“receiver-oblivious”: The sender is not aware of whether the
receiver’s buffer is currently accessible for remote read or
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Figure 3. Selection of RDMA primitives for lock-free zero-copy serverless data plane.

write, since a function on the receiver node may already be
using it, also leading to potential data races.

Two potential workarounds exist: (1) employ distributed
locks [21, 38, 99] or Rendezvous-based synchronization [88]
to coordinate remote one-sided RDMA read/write operations
with local shared memory processing (Fig. 3 (1)). However,
this incurs additional synchronization overhead across nodes.
or (2) dedicating an RDMA-only memory pool on the receiver
node, exclusively used for remote one-sided operations (Fig. 3
(2)), which avoids data races by isolating it from the memory
pool shared by local functions. However, this introduces an
additional data copy, which undermines the goal of having
an efficient zero-copy design.

Why two-sided RDMA is a better fit. Two-sided RDMA

operations inherently avoid the sender being “receiver-oblivious”

(see Fig. 3 (3)). The receiver explicitly posts a buffer for in-
coming data, ensuring an exclusive ownership transfer that
eliminates conflicts from multiple writers (either local or
remote). This built-in coordination removes the need for
distributed locks or dedicated RDMA memory pools that
incur copies, while avoiding data race conditions entirely.
Our assessment in §4.1.2 shows that two-sided RDMA is
2X-2.8x faster than one-sided write using distributed lock-
s/Rendezvous, and up to 1.6X faster than one-sided write
with receiver-side copy, which validates our choice. The ad-
ditional CPU overhead of two-sided RDMA (primarily from
the receiver side) is often a concern [24, 32, 38]. However,
by delegating the two-sided RDMA operations to the DPU,
we can preserve CPU cycles, while also maintaining the
advantages of two-sided RDMA.

Design Implication#3: Two-sided RDMA is fundamentally
more compatible with the requirements of a distributed,
lock-free, zero-copy data plane in serverless environments,
compared to one-sided RDMA.

(1) — HTTP/TCP traffic ~=——p RDMA traffic (2)

RNIC Host
——"IFn1

— Cluster | A
Client Ingress Client Ingress

Gateway s Gateway
— | Fn
rNIC [CP] DHO“

RNl Host
Fn1

Cluster

RNIC  yost

Figure 4. Alternatives of transport protocol adaptation: (1)
“Deferred” transport conversion within cluster; (2) Early
transport conversion at cluster ingress (used by NADINO).

Challenge#4: Transport Protocol Incompatibility. Fig. 4
(1) illustrates the transport mismatch described in §1: the ex-
isting RDMA-based serverless data plane relies on a TCP/IP
stack on each worker node to terminate HTTP/TCP traffic
from external clients. This “deferred” transport conversion
results in duplicate HTTP/TCP/IP processing even within the
serverless cluster. Our evaluation in §4.1.3 reveals significant
drawbacks in this approach. Specifically, the HTTP/TCP-
based cluster ingress exhibits poor scalability, increasing the
end-to-end latency by up to 11.7X and reducing the RPS by
11.4X. An effective way to mitigate the redundant TCP/IP
processing cost within the serverless cluster is to terminate
the external client-side transport protocol at the earliest point
possible i.e., at the cloud cluster edge, as shown in Fig. 4 (2).

Design Implication#4: Dedicating transport protocol adap-
tation to the cluster-wide ingress at the edge eliminates
redundant TCP/IP processing within the cluster—an often-
overlooked optimization that warrants more attention.

2.2 Related Work

Optimizing serverless data plane: SPRIGHT [78], Night-
Core [42], and many others [29, 84, 100] rely only on local
shared memory processing, which is not scalable. While
RMMap [67] and FUYAO [64] utilizes one-sided RDMA to
construct their data plane, they are subject to the limita-
tion of one-sided RDMA (§2.1). Besides, none of them sup-
port multi-tenancy for RDMA and are limited by the tradi-
tional HTTP/TCP cluster ingress. As summarized in Table-1,
NADINO goes beyond these prior designs with a compre-
hensively optimized data plane. Other optimizations include
lightweight sidecar implementations to reduce service mesh
overhead [76, 78, 82, 87], and direct inter-function invoca-
tion [29, 64, 78, 101] to bypass the intermediate coordinator,
thus completely avoiding the substantial cost imposed by
such middleware. These efforts complement NADINO.

Table 1. Comparison of Existing High-Performance Server-
less Dataplane Systems

Eliminate

Multi-tenancy Distributed DPU .
proto. processing

Systems

Support Zero-copy Offloading within cluster
NightCore [42] X X X X
SPRIGHT [78] X X X X
FUYAO [64] X X 4 X
RMMAP [67] X 4 X X
NADINO v v v 4
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RDMA: Several complementary efforts seek to improve var-
ious aspects of RDMA, including scalability [59, 71, 73, 93],
and security [98]. Performance isolation of RDMA has been a
key focus in multi-tenant environments [52, 53, 66, 103, 104].
Solutions like [91] and [96] provide in-kernel mechanisms
to isolate RDMA QPs from untrusted applications but re-
quire kernel changes. NADINO enables the RDMA isolation
through a userspace software solution (DNE), leveraging
DPU offloading to eliminate CPU cost while also providing
physical protection against CPU-based attacks. Recent work
done concurrently with NADINO, SCR [104], also proposed
a userspace software solution to enable RDMA isolation. It
is built on the latest Nvidia BlueField-3 DPUs, allowing them
to benefit from BlueField-3’s Datapath Accelerator for its
high parallelism and hardware-offloaded execution.
DPU/SmartNIC offloading has been widely explored to
enhance various aspects of cloud data centers, including stor-
age systems [69, 70, 86, 105], distributed file systems [49],
multi-tenancy [47, 62], request scheduling and load balanc-
ing [31, 57, 61], TCP offloading [50, 74, 83], service mesh
acceleration [58], distributed transactions [81], ML train-
ing/serving [54, 97]. [106] provides isolation for SmartNIC-
offloaded network functions from different tenants. Specific
to serverless computing, [30] offloads serverless functions
to P4-enabled Netronome SmartNICs [5] but is constrained
by a limited programming model. [64] uses DPU to offload
the coordinator (Fig. 1), reducing CPU costs. NADINO goes
beyond [64] by unleashing the potential of DPU offloading
through cross-processor shared memory.

3 Design of NADINO

3.1 Overview

Fig. 5 shows the core components in NADINO: (1) Each
worker node in NADINO has an associated DPU?, which runs
a lightweight DPU Network Engine (DNE) (§3.2). By grant-
ing the DNE exclusive access to RDMA QPs, NADINO en-
forces strict per-tenant network isolation at the RNIC (§3.3).
(2) NADINO treats each function chain as an independent
‘tenant’, with each tenant owning a unified memory pool
(physically located on the host) for exclusive access. This
enables per-tenant memory isolation (§3.4.1). By extending
the unified memory pool into a cross-processor shared mem-
ory (§3.4.2) between the DPU and the CPU (host), the DNE
stitches the inter-node (RDMA) data plane into intra-node
(shared memory) data plane, while being off-path. NADINO
employs the pool-based buffer management for fast buffer
allocation and reuse. (3) To facilitate lock-free communica-
tion in NADINQO’s data plane, we employ two-sided RDMA
for inter-node data transfers and use token passing for intra-
node data transfers (§3.5.1). On the host, we use the eBPF’s

30ur implementation leverages the NVIDIA BlueField-2 [6], but our design
is generally applicable to other BlueField models.
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Figure 5. An overview of NADINO. DNE, as a trusted ser-
vice, is physically isolated on the DPU. It is not co-located
with untrusted user functions that run on the CPU.

SK_MSG IPC from [78] to hand off a buffer descriptor be-
tween co-located functions, taking advantage of its event-
driven execution model and sidecar extensibility. We rely on
NVIDIA’s DOCA Communication Channel (Comch [10]) for
cross-processor exchange of buffer descriptors between the
DNE and host functions, which was the most functionally
capable option on BlueField DPUs, as we evaluate in §3.5.4.
(4) The ingress gateway is deployed on independent server
nodes at the cluster edge, rather than on nodes acting as
workers for serverless functions. HT'TP/TCP connections
are terminated at the cluster-wide ingress gateway and the
payload data is then transferred to nodes within the cluster
over RDMA Fabrics, and vice versa (§3.6).

Threat model and trust model in NADINO. NADINO’s
threat model considers three threat sources for the network
engine: (1) CPU-related microarchitectural attacks (e.g., Melt-
down [63], Spectre [51]). (2) CPU interference from user
functions via shared core contention. (3) RDMA interfer-
ence between user functions (DoS attacks via QP exhaus-
tion [79, 98]). Both (1) and (2) are more difficult to control
when the network engine shares CPU cores with untrusted
functions. (3) is a typical example of security concerns of
user code access to low-level control of the RNIC. Direct
exposure of QPs to malicious functions can result in the
functions intentionally creating many RC QPs to trigger fre-
quent cache eviction on the RNIC, thus impacting the RDMA
performance for others.

To address threats (1) & (2), the DNE is physically isolated
on the DPU, and never co-located with untrusted user func-
tions on the CPU.* NADINO addresses threat (3) by using
the DNE (together with DOCA comch) to proxy the access
to RDMA QPs on behalf of the user functions.

NADINO assumes an asymmetric trust model: Users trust
the NADINO infrastructure (i.e., DNE). However, NADINO
does not trust user functions that may be buggy or malicious.
The DNE runs as a privileged service on the DPU and forms
part of the TCB, which includes DPU’s hardware (ARM cores,
DMA engines, RNIC cores) and software (DOCA runtime,

4“We do not allow user functions to be offloaded to DPU, i.e., no user access
to DPU in NADINO.
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0S). To restrict access to shared data, only functions from
the same tenant that trust each other can use shared memory
processing (see §3.4). An explicit CPU-based data copy is
used for communication across tenants. NADINO also uti-
lizes the sidecar to enforce the necessary access control when
exchanging data between functions. To reduce the sidecar
overhead, NADINO uses a streamlined eBPF sidecar [3, 78]
and also a node-wide shared “sidecar” [28, 87] (as part of the
DNE) to replace the container-based, individual sidecar.

3.2 Off-path DPU Network Engine (DNE)

NADINO’s DNE consists of a core thread and multiple worker
threads. The core thread manages memory mapping from
the host, registers memory regions to RNIC (§3.4.2), and es-
tablishes DOCA Comch channels with host functions. The
worker thread handles the data packet processing within
a non-blocking, run-to-completion event loop, processing
each packet through all the transfer stages without inter-
ruption. This run-to-completion design eliminates overheads
(e.g., scheduling, context switch) that may tax the wimpy
DPU cores, and further improves the cache locality [22, 102].
Run-to-completion Event Loop: Fig. 8 describes the run-
to-completion event loop, including both transmit (TX) and
receive (RX) stages. In the TX stage, the DNE consumes
a buffer descriptor from the source function, determines
the destination node via the inter-node routing table, and
selects the least-congested RC connection. It then wraps
the descriptor into an RDMA work request (WR) and posts
it to the RNIC for transmission. Upon data arrival, the RX
stage polls the completion queue entries (CQEs) and retrieves
the corresponding buffer descriptors via a receive buffer
registry table lookup (more details in §3.5). It then extracts
the destination function ID, and forwards the descriptors to
the function using the corresponding Comch endpoint.

3.2.1 Cost of NADINO’s isolation. To quantify the cost
of DNE, we use a pair of echo client/server functions placed
on two worker nodes. Each function runs on the host with
one dedicated CPU core. The DNE runs in off-path mode. We
compare the DNE setup with two native RDMA baselines,
where the functions directly use two-sided RDMA send/re-
ceive with a single RC QP: (1) native RDMA (CPU), in which
the functions run on host’s CPU; and (2) native RDMA (DPU),

—— Native RDMA (CPU) ----- Native ROMA (DPU) ——- DNE
216 .
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Figure 6. Isolation cost of NADINO’s DNE: (1) mean end-
to-end latencies; (2) RPS. All settings use two-sided RDMA.
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in which the functions run on the DPU. The latter baseline al-
lows us to quantify the inherent penalty of executing RDMA
primitives on the wimpy DPU cores.

Fig. 6 shows that the cost introduced by DNE as an ad-
ditional isolation layer is limited. The performance of DNE
aligns closely with native RDMA (DPU) and native RDMA
(CPU). This validates the effectiveness of the run-to-completion
event loop and off-path design. The performance overhead in-
curred by executing RDMA primitives directly on the wimpy
DPU cores is minimal.

3.3 Multi-tenancy support in NADINO’s data plane

NADINO leverages the DNE to ensure fair sharing of RNIC
bandwidth among co-located tenants. Traffic from tenants
of greater importance is prioritized using a Deficit Weighted
Round Robin-like [85] scheduler. By leveraging tenant-specific
weights, the DNE prioritizes functions accordingly, enabling
more frequent transfers for higher-priority tenants compared
to lower-priority ones.

RC connection management: NADINO uses RCQPs’ to
establish dedicated, point-to-point reliable connections be-
tween peer nodes. Each tenant is allowed to utilize multiple
RCQPs (proxied by DNE), where each comprises a Send
Queue (SQ) and a Receive Queue (RQ). To reduce the QP
memory footprint, all of a tenant’s RCQPs share a single
RQ, which is posted with buffers from that tenant’s private
memory pool. This guarantees the RNIC delivers incoming
data into the correct pool. All RCQPs on a given node share
a single Completion Queue (CQ).

Establishing RC connections between peer nodes incurs
significant overhead, as the connection setup time is non-
negligible (of the order of tens of milliseconds) [59, 96]. To
mitigate this, we employ a node-specific management ap-
proach, where a pool of established connections (to a remote
peer node) is managed by the DNE of this node. In order
to maintain a large number of established RC connections
with negligible overhead, we employ the “shadow” QP mech-
anism from [55] to categorize RCQPs in the pool into active
and inactive QPs: A RCQP is considered active when it has
WRs queued; otherwise, it is inactive [94]. Inactive RCQPs
consume no RNIC resources [55, 59]. As such, we only need
to limit the total number of active RCQPs per node to avoid
cache thrashing on the RNIC. The DNE dynamically acti-
vates or deactivates RC connections in proportion to the
load between node pairs without any cross-node QP state
synchronization [55].

3.4 Memory Subsystem in NADINO

Fig. 7 shows the architecture of memory subsystem in NADINO.
The unified shared memory pool includes a set of buffers cre-
ated on the host. We use hugepage memory (2MB size each)
to create buffers, which helps reduce the memory footprint of

SWe use “RC-based connection” and “RCQP” interchangeably.
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Figure 7. The memory sharing and isolation design in
NADINO (a single node view). The memory pool is created
on the host main memory and mapped to DPU.

the Memory Translation Table on the RNIC cache [93]. The
unified memory pool is mapped to the DPU and registered
as memory regions for the RNIC by DNE.

Pool-based buffer allocation and recycling: NADINO
utilizes the memory pool to reserve a number of equal-size
buffers before they are actually used by a function. When
the function needs a new buffer, it gets one from the memory
poolinstead of calling a malloc-like API (e.g., glibc) to dynam-
ically allocate memory each time it is needed. This helps re-
duce allocation latency, fragmentation, and prevent memory
leaks [39, 46, 107]. We currently only support a fixed-sized
memory pool. We use the DPDK memory allocator interface
to allocate a new buffer (rte_mempool_get()) and to release
an existing buffer to the pool (rte_mempool_put()).

3.4.1 Memory isolation across tenants. NADINO uses
the DPDK memory allocator to take advantage of DPDK’s
file-prefix feature [13] to enforce per-tenant memory iso-
lation, and generate memory-mapped files specific to the
memory pool of a tenant (i.e., a function chain). The memory-
mapped files contain the configuration (e.g., the virtual ad-
dresses of the hugepages in use [13]) of the memory pool
created. Each tanent has a distinct file-prefix, bound to a
memory pool for exclusive access (as “tenant_1" versus “ten-
ant_2” in Fig. 7).

We create a per-tenant shared memory agent as the DPDK
primary process, to set up the memory pool prior to the
function startup (Note that the shared memory agent is not
involved in the data transfer). Functions (as DPDK secondary
processes [13]) utilize corresponding file-prefix to load the
generated memory-mapped files and obtain the memory
configuration. This enables functions to map to the shared
memory pool through DPDK’s Environment Abstraction
Layer (EAL [12]) and facilitates isolation between the mem-
ory pools of different tenants.

3.4.2 Cross-processor shared memory. NADINO achieves
cross-processor shared memory by mapping the unified
memory pool (physically located in the host’s main memory)
to the DPU. The cross-processor shared memory mechanism
is implemented by using the mmap APIs from NVIDIA’s
DPU programming library (called DOCA [15]).

S. Qi, S. Zhang, K. K. Ramakrishnan, D. Z. Tootaghaj, H. Soni, P. Sharma

As shown in Fig. 7, the DNE works in tandem with the
shared memory agent to map the unified shared memory
pool from the host: (1) The shared memory agent on the host
generates an export descriptor (DOCA’s mmap descriptor
output parameter which is used to represent memory ranges
in remote system memory space) of the local memory pool.
This is done using doca_mmap_export_pci() (to grant DPU
ARM core access) and doca_mmap_export_rdma() (to grant
RNIC access). The shared memory agent transmits it to the
DNE via the DOCA Comch [10]. (2) Upon receiving the
export descriptor, the DNE establishes a remote memory
map (using doca_mmap_create_from_export()). (3) With
this setup complete, the DNE possesses all the necessary
memory from the host, thus enabling the registration of the
memory to the RNIC.

3.5 Intra-node & Inter-node data transfer

Since NADINO’s data plane spans both intra-node shared
memory and inter-node RDMA, each uses distinct com-
munication primitives. To hide the intricacies of different
data transfers (shared memory or RDMA) from the user
code, we introduce a unified I/O library built-into NADINO’s
function runtime. The I/O library offers generic point-to-
point messaging interfaces (send(), recv()) for operating
on NADINO’s data plane, sparing developers from selecting
the correct transport. Beyond simple messaging, the API is
extensible: we layer RPC semantics and DAG-style dataflows
on top of the same primitives, as demonstrated in Online
Boutique application (evaluated in §4.3).

The I/O library, once invoked by the user code, transpar-
ently determines the intra-/inter-node data path through the
routing phases as shown in Fig. 8: If the intra-node routing
query confirms that the destination function resides on the
same node, the I/O library dispatches data using the intra-
node shared memory IPC to exchange descriptors between
functions (green arrow in Fig. 8). Otherwise, it hands off the
data to the DNE, which handles inter-node RDMA forward-
ing (violet arrows in Fig. 8).

3.5.1 Lock-free buffer ownership transfer. The use of
two-sided RDMA prevents concurrent writes to the receiver-
side buffer during inter-node transfers. For intra-node com-
munication, NADINO employs explicit token-passing to
transfer buffer ownership between local functions (or be-
tween host functions and DNE), which emulates the behav-
ior of single-producer single-consumer ring that guarantees
lock-free buffer access. NADINO implements token-passing
using semaphores: consider a linear chain of three functions
(A — B — (), where each pair of communicating functions
shares a common semaphore. Each semaphore is initialized
to 0. When A completes its task, it calls sem_post on B’s
semaphore (set it to 1), handing off buffer ownership to B.
B waits on the semaphore (blocked on sem_wait) before
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gaining ownership of the buffer. After processing, B simi-
larly calls sem_post on C’s semaphore to transfer ownership
further downstream. This ensures the ordered transfer of ac-
cess from an upstream producer to a downstream consumer,
following the call graph of the function chain.

NADINO’s buffer lifecycle management adheres to exclu-
sive ownership semantics, i.e., only the buffer owner (func-
tion or DNE) can read, write, or recycle the buffer, which is
suitable for working with the message-passing communica-
tion model using two-sided RDMA. This helps ensure that
buffers are not inadvertently modified (data corruption) or
prematurely released (may cause segmentation faults).

3.5.2 Inter-node RDMA transfers. Our two-sidled RDMA
design has the receiver-side DNE post a buffer (included in
the WR) to the RNIC for receiving data from the sender. To
track the buffer where the data is RDMA’ed into, we main-
tain a receive buffer registry (RBR) table on the DNE to map
the WR to the posted receive buffer (similar functionality is
already integrated when using DOCA APIs). The DNE core
thread asynchronously monitors the number of CQE con-
sumed by different tenants (via shared counters updated by
the RX stage) and posts an equal amount of receive buffers to
the RQ of corresponding tenant. This ensures the receiving
RNIC always has enough buffers to receive incoming data
for corresponding tenants (shown as red arrows in Fig. 8).

3.5.3 Intra-node shared memory IPC. The zero-copy
shared memory processing between functions depends on
delivering the descriptor of the shared memory buffer. The
ownership of the descriptor determines the access to the
shared memory buffer, using the data pointer contained
in the descriptor. NADINO utilizes eBPF’s SK_MSG [2] for
intra-node IPC (same as [78]). The transmission of SK_MSG
between sockets entirely bypasses the kernel protocol stack,
thus eliminating unnecessary processing, and making it a
desirable capability to transfer the small descriptors.

receive
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Figure 8. Lock-free, zero-copy data transfer in NADINO.
Green arrow depicts intra-node shared memory data transfer;
Violet arrows depict inter-node data transfer using two-sided
RDMA; Red arrows depict RBR table updates (only shown
on Node 2).
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3.5.4 Cross-processor communication channel. We
deploy the DNE as the single Comch server instance to com-
municate with functions (which are Comch clients) on the
host. The DNE busy-polls all monitored function endpoints
within its event loop for buffer descriptors. We use epoll to
enable event-triggered reception by the function, ensuring
a more efficient and practical approach that retains good
function density in a serverless environment.

DOCA Comch offers two communication channel vari-
ants [10], which can be used for exchanging 16B buffer
descriptors between NADINO’s DNE and host functions:
(1) Comch-E uses event-driven send/receive primitives on
top of blocking Linux epoll, while (2) Comch-P uses a pro-
ducer—consumer ring with busy polling (lowest latency but
ties up a core per function). We compare both against a
TCP baseline (we avoid intra-node RDMA as it is insecure,
allowing user functions direct access to QPs violating multi-
tenancy, as discussed in §2.1. In contrast, Comch allows the
DNE to disconnect misbehaving tenants). In our test, multi-
ple functions on the host issue back-to-back descriptor sends
to a single-core DNE on the DPU and await replies.

Fig. 8 shows the comparison results: TCP suffers the high-
est latency due to kernel and protocol overhead. Comch-P
cuts latency by >8% versus TCP but hits scalability limits (one
core per function) and overloads beyond 6 functions. Based
on our examination, it is caused by the use of an internal
epoll interface by Comch-P for its “busy” polling (DOCA im-
plements its event loop called “Progress Engine” [11], which
is actually performed via non-blocking epoll_wait and in-
troduces kernel-related overheads, which hopefully will be
improved upon in the future in this closed-source imple-
mentation). Comch-E, while is slower than Comch-P, still
outperforms TCP by 2.7x —3.8% and delivers stable. Its event-
driven design without dedicated cores makes it the most
practical choice for a dense, multi-tenant serverless platform.
We choose to use Comch-E in NADINO.

3.6 NADINO’s Cluster-wide Ingress Gateway

The ingress gateway employs a master-worker model, as
shown in Fig. 10. The master process manages control-plane
tasks, including loading the configuration and horizontal
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Figure 9. Evaluation of viable communication channels be-
tween DPU and host (CPU): (1) Round-trip latency (in mil-
liseconds); (2) Buffer descriptor transfer rate (RPS).
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Figure 10. HTTP/TCP-to-RDMA transport protocol adapta-
tion at the cluster-wide ingress gateway.

scaling of the gateway worker processes. Worker processes
handle all data-plane tasks, including TCP/IP protocol pro-
cessing, HTTP processing, and RDMA transmission. Each
worker process performs all data-plane tasks for transport
protocol adaptation, using a run-to-completion event loop
(busy polling loop), just like the DNE (§3.2). We enable batch-
ing in the event loop to improve concurrency. We base the
implementation of the ingress on NGINX [34] (v1.25.2) to
leverage its full-fledged HTTP processing implementation.
We integrate the DPDK-based F-stack [14] in our ingress’s
busy polling loop taking advantage of its high-performance
TCP/IP protocol processing in the userspace instead of the
slower kernel protocol stack. Deploying NADINO’s cluster
gateway does not require a DPU. A node equipped with a
regular RNIC and a DPDK-compatible NIC is sufficient.
Event-driven architecture: Callback functions are regis-
tered in the event loop to handle HTTP protocol processing
(as in NGINX [34]) and RDMA send/receive events. When an
event occurs (e.g., on a new connection or data is available to
read), the corresponding handler is called to process it. We
leverage Receive Side Scaling (RSS [26]) to distribute traffic
from external clients evenly to different worker processes
(pinned to specific CPU cores), thus achieving the equivalent
effect of Accelerated Receive Flow Steering (aRFS) without
additional NIC hardware support [26].

Horizontal scaling: We allocate each worker process a
dedicated CPU core to execute the busy polling loop. To
optimize resource usage during low demand periods and en-
sure performance during peak traffic, we horizontally scale
the number of worker processes based on the load level of
the worker processes using a simple but effective hysteresis
policy. We refine the CPU time measurement in the worker
process event loop to collect the aggregated CPU time spent
on data-plane tasks. This enables us to quantify CPU uti-
lization dedicated to the “useful” work performed by the
worker process. Once the average CPU utilization across
existing worker processes reaches 60%, the master process
spawns a new worker process to handle the increased load.
Conversely, when the average CPU utilization across exist-
ing worker processes drops below 30%, the master process
terminates a worker process to conserve CPU resources.
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3.7 Other Considerations

Cold-start mitigation: NADINO focuses on optimizing
the serverless data plane for function chains. Although it
does not directly address cold-start delay, NADINO lever-
ages SPRIGHT’s keep-warm policy to mitigate cold-start
impact. NADINO also complements prior efforts such as Cat-
alyzer [33] and FaasCache [37]. Furthermore, as discussed in
§3.3, NADINO amortizes QP churn through connection pool-
ing across DNEs, avoiding the setup overhead for short-lived
connections (similar to [55, 73]).

SR-IOV VF-based isolation: Although SR-IOV provides
hardware-level isolation by exposing separate Virtual Func-
tions (VFs) through the PCle, it does not enforce strict isola-
tion between user functions and the RNIC itself, as NADINO’s
DNE does. Particularly, even if each tenant is assigned a dis-
tinct VF, these VFs still contend for the same shared RNIC
resources such as caches. As demonstrated in Harmonic [66],
a malicious tenant can exploit this shared microarchitec-
tural state via the VFs, thereby potentially exhausting the
RNIC’s cache (e.g., MTT/MPT entries), causing interference
with other tenants. Thus, SR-IOV alone is insufficient to
guarantee multi-tenant isolation in RDMA environments. A
DNE-like software layer remains essential to mediate access
to the RNIC and enforce strong isolation across tenants.
Mitigating vendor lock-in: We acknowledge that NADINO
currently depends on DOCA APIs (e.g., Comch and mmayp),
tying it to NVIDIA’s BlueField. However, this reliance reflects
an engineering decision rather than a fundamental limitation.
Our design is portable in principle to other DPU or Smart-
NIC architectures. For example, AMD’s Alveo SmartNIC
supports similar capabilities: it enables direct host memory
access from the SmartNIC,® similar to DOCA’s mmap. It also
offers a host-SmartNIC communication channel via PCle
BAR-mapped memory’ (i.e., a ring buffer shared between
host and SmartNIC), akin to DOCA’s comch. Other Smart-
NICs, such as Netronome and Intel’s IPU, also provide PCle
BAR access that can support similar abstractions. Adapting
NADINO to these platforms would primarily involve engi-
neering work to use a vendor’s hardware interfaces, without
fundamental changes to the design.

4 Evaluation

We first perform a set of microbenchmarks to showcase
the improvement by the various design choices made in
NADINO. We then show the benefit of NADINO with a
system-level evaluation using real serverless workloads.

Testbed: Our testbed consists of four server nodes. Each
node is equipped with two 40-core Intel Xeon Gold 6148
CPUs (2.4GHz base, 3.7GHz max) and 500GB of RAM, with
hyper-threading and NUMA enabled. We run Ubuntu 22.04

Chttps://xilinx.github.io/XRT/master/html/hm.html
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ED+-+Host+to+Card+Communication.html
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Figure 11. NADINO’s off-path DNE (enhanced with cross-
processor shared memory) VS. on-path DNE: (1) RPS with
varying payload sizes (single connection); (2) RPS under

different concurrency levels (1KB payload size).

with kernel 5.15 on each node. Two of the nodes are used as
workers for deploying user functions. Each worker node has
an NVIDIA BlueField-2 DPU (with an integrated ConnectX-6
RNIC) to act as the DNE. The DPU is installed with DOCA
SDK 2.9.0. We use another node (called the ingress node) to
deploy the cluster-wide ingress gateway and the remaining
node without the DPU as the client node to generate the
workload from external clients. The ingress node has two
separate ConnectX-6 RNICs: one used for RDMA commu-
nication with user functions and the other to function as
the Ethernet NIC to communicate with the client node. The
DPUs on the worker nodes and the ConnectX-6 RNIC on the
ingress node are interconnected by a 200 Gbps switch. The
Ethernet NIC on the ingress node and the client node are
connected through another distinct 200 Gbps switch.

4.1 Microbenchmark Analysis

4.1.1 Cross-processor shared memory. We compare the
performance difference between the offloading model with
off-path DPU processing in NADINO (enhanced with cross-
processor shared memory) versus offloading with on-path
DPU processing. The two options are depicted in Fig. 2. In the
on-path mode, the DNE buffers data locally (SoC memory)
when moving the data between a function on the host and
the RNIC. The on-path DNE uses IB verbs to interact with
the RNIC, while using the DMA engine on DPU SoC to
move data between local buffers and the shared memory
pool on the host. Note that we do not use intra-node RDMA
to move data between DPU and the host as it adds 2 PCle
transfers [95]. On the other hand, RNIC DMA avoids this
added overhead. It also avoids interference with inter-node
RDMA traffic [28]. We use a echo server/client function pair
to measure the round-trip time and throughput. The server
and client functions are deployed on different nodes.

Fig. 11 shows the RPS and latency comparison: The off-
path DNE achieves up to 30% RPS improvement with more
than 20% latency reduction compared to the on-path mode
under various payload sizes and concurrency levels. The
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Figure 12. Performance impact of selecting RDMA primi-
tives: (1) mean end-to-end latencies; (2) RPS. NADINO uses
two-sided RDMA.

shortcoming of on-path mode is manifested under high con-
currency traffic due to the poor processing capability of the
DPU DMA engine [95]. This shows the necessity of using
cross-processor shared memory between the host and DPU,
thereby eliminating the need for additional data copies (and
using DMA instead). At low concurrency, the RPS of on-path
mode is close to off-path mode because the DPU’s DMA en-
gine is not overloaded. At this light load, the on-path mode
can fully exploit the low-latency data copy of the DPU’s
DMA engine (only 2.6us for 64B DMA read [95]). But as the
number of connections increases, the on-path mode’s latency
grows much more quickly compared to the off-path mode.

4.1.2 Selection of RDMA primitives. To validate our
choice of two-sided RDMA, we benchmark three alternatives
in Fig. 3. We configure two DNEs on different worker nodes
to act as a pair of echo client/server and allocated one core
to each. Since the completion of the one-sided RDMA write
is not visible to the receiver, it has to poll for the data arrival
(following FARM’s receiver-side design [32]). The receiver
then echos the data. Note that repetitive measurements with
OWRC (one-sided write w/ receiver-side copy) can introduce
bias on the echo server. Specifically, the source buffer in the
RDMA memory pool and the destination buffer in the local
memory pool may both be cached. This can lead to optimal
cache locality and an artificially improved copy performance.
This scenario is unlikely to hold in real-world workloads.
To account for this, we introduce a variant of OWRC that
enforces main memory access during data copies by flushing
the TLB, ensuring a worst-case evaluation. We refer to the
OWRC with artificial cache locality as OWNRC-Best and the
one with enforced main memory access as OWRC-Worst.
Fig. 12 (1) shows the latency differences between the var-
ious approaches. A single one-sided write can take as lit-
tle as 4ps, but exchanging locks and copies introduce non-
negligible overhead. Two-sided RDMA achieves the lowest
latency (8.4us for 64B messages) by eliminating data races
in the data plane (§2.1), thereby streamlining data transfers
over RDMA. With a 4KB message size, two-sided RDMA
(11.6ps) reduces latency by 1.3%, 1.5X and 2.3X compared to
OWRC-Best (15us), ONRC-Worst (16.7us) and OWDL (one-sided
write w/ distributed locks, 26.1ps), respectively. Looking at
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Figure 13. Performance of various cluster ingress designs: (1)
mean end-to-end latencies; (2) RPS with varied # of clients.

throughput in Fig. 12 (2), NADINO is up to 1.3X and 1.4X
higher than OWRC-Best and OWRC-Worst, and is more than
2.1x more than OWDL. These demonstrate the advantages of
adopting two-sided RDMA in NADINO.

4.1.3 Transport protocol adaptation. We evaluate end-
to-end latency savings and improved scalability from consol-
idating the transport protocol adaptation to NADINO’s clus-
ter edge (Fig. 4 (2)). As baselines, we compare two NGINX-
based ingresses The baselines we compared with are two
NGINX-based variants of Fig. 4 (1): one uses the interrupt-
driven Linux kernel TCP/IP stack (denoted as K-Ingress); the
other uses the more performant DPDK-based F-stack [14] for
protocol processing tasks (denoted as F-Ingress). We deploy
an HTTP server function on the worker node to echo the
requests from “external” clients (wrk [18]), relayed by the
cluster ingress. For the variants of Fig. 4 (1), we use F-stack
on the worker node for TCP/IP processing.

We assign one CPU core to the cluster ingress in this ex-
periment. The cluster ingress is likely to have to consistently
handle a high volume of requests across concurrent con-
nections. As shown in Fig. 13 (1), the end-to-end latency of
NADINO’s ingress is significantly lower than K-Ingress and
F-Ingress, since NADINO replaces the slow software-based
transport processing with RDMA for intra-cluster network-
ing. NADINO also increases RPS by up to 11.4x and 3.2x RPS
compared to K-Ingress and F-Ingress, respectively. Since the
variants of Fig. 4 (1) terminate the TCP at the worker node,
this in fact doubles TCP/IP processing work at the cluster
ingress, thus affecting scalability.
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Figure 14. Effect of horizontal scaling of NADINO’s ingress:
(1) CPU usage time series of the cluster ingress; (2) RPS times
series.
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To assess the horizontal scaling of NADINO’s ingress, we
increase the load by adding a client every 10 seconds, and
each client is configured to fully use up a CPU core to gen-
erate the highest load it can (with multiple connections). We
also adapt our autoscaler to support the F-Ingress for a fair
comparison. Fig. 14 (1) shows the CPU usage over time. The
horizontal scaling in NADINO’s ingress alleviates the busy-
polling overhead by adjusting the number of active worker
processes to match load, while retaining the low-latency ben-
efit of busy polling (see §3.6). NADINO’s ingress uses much
less CPU while achieving more than 5x RPS compared to
interrupted-driven K-Ingress. The K-Ingress is quickly over-
loaded after using up all CPU cores (at around the 2.5 minute
mark) and results in most of the clients becoming discon-
nected due to the lack of a response. Note that the scaling
procedure in NADINO’s ingress triggers a brief service in-
terruption due to the restart of the worker processes (see
Fig. 14 (2)). This can be avoided by enabling load balancing
across multiple NADINO ingress instances.

4.2 Multi-tenancy Support for RDMA

Tenant types and workload: We evaluate NADINO’s multi-
tenancy support (implemented as a Deficit Weighted Round
Robin policy in DNE) for fair inter-node bandwidth shar-
ing. We compare NADINO with a first-come-first-served
(“FCFS”) DNE that lacks explicit multi-tenancy handling. In
this experiment, we configure the DNE to sustain a maximum
throughput of approximately 110K RPS when it fully utilizes
the assigned single DPU core. We consider three tenants that
compete for the bandwidth, each assigned a different weight:
Tenant-1’s weight is 6; Tenant-2’s weight is 1; Tenant-3’s
weight is 2. Every tenant runs a pair of client/server func-
tions, placed across two worker nodes to trigger inter-node
data transfers via the DNE. We induce contention by making
Tenant-2 and Tenant-3 generate periodic surges (Tenant-3 is
slightly more bursty). Tenant-1 (green line) remains active
for the entire 4-minute experiment, while Tenant-2 (dotted
line) joins at 20s and exits at 3m20s. Tenant-3 runs between
1m30s and 2m30s (blue line).

Observations: Fig. 15 shows the bandwidth distribution
among tenants, using (1) the ‘FCFS’ DNE and (2) NADINO’s

—— Tenant1 (w:6) ===+~ Tenant 2 (w:1) —— Tenant 3 (w:2)

120 (1) FCFS (2) NADINO DNE

RPS (X 1K)

0 1 2 3 0 1 2 3

Time (minutes)

Figure 15. Effect of RDMA network isolation in NADINO: (1)
“FCFS” DNE without multi-tenancy support; (2) NADINO’s
DNE with multi-tenancy support.

Time (minutes)
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DPU utilization). NADINO (DNE) shows DPU utilization. Others show CPU utilization.

DNE with multi-tenancy support. The FCFS DNE simply pro-
cesses requests in order, favoring tenants that send requests
earlier rather than distributing bandwidth according to pre-
defined weights. This leads to unfair bandwidth sharing, as
evidenced by the starvation effect observed for Tenant-1
once additional bursty tenants join. In contrast, NADINO’s
DNE shows improved fairness by precisely scheduling traffic
based on their allocated weights when different tenants are
competing for bandwidth. All received a weighted fair share
in a controlled manner: Upon Tenant-2’s arrival, it received
15K RPS, while Tenant-1’s RPS decreased from 115K to 90K -
precisely maintaining the 1:6 ratio based on their weights.
When Tenant-3 joined, the bandwidth distribution adjusts to
65K, 11K, and 22K for Tenant-1, 2, and 3 respectively, again
aligning exactly with their weights. Tenant 1 is consistently
processed at a higher rate. Additionally, since NADINO sup-
ports multi-tenancy via a userspace software solution, it is
easy for users to apply workload-specific optimizations by
customizing policies in DNE. Additional scalability results
with up to six tenants, demonstrating sustained bandwidth
saturation and fairness, are provided in Appendix A.

4.3 Putting It All Together: End-to-end Evaluation

Workload Setup: We use the representative Online Bou-
tique [17], a microservices-based application, including 10
functions and offers up to 6 different function chains. Refer
to [17] for the function call graph chains of the Online Bou-
tique. We focus on a distributed setup with two worker nodes
to holistically evaluate the benefits of seamlessly integrating
inter-node RDMA transfers with intra-node shared memory
in NADINO: We place the potential hotspot functions (Fron-
tend, Checkout, and Recommendation) on one node while
placing the remaining functions on a second node. We use
the wrk [18] as the load generator.

Baseline Configurations: We compare NADINO with three
advanced serverless data plane designs: SPRIGHT [78], Night-
Core [42] and FUYAO [64]. All these approaches use local
shared memory processing. Since NightCore’s network en-
gine is implemented only for intra-node communication, it
lacks support for inter-function communication across nodes
within a function chain. Therefore, we configure NightCore

to run all functions on a single node. In contrast, SPRIGHT
supports inter-function communication across nodes (via the
kernel protocol stack), which we use as a fairer inter-node
baseline. FUYAO uses RDMA for inter-node communication
but relies on one-sided writes with receiver-side copying.
Note that although FUYAO could be re-implemented with
two-sided RDMA, it still maintains separate memory pools
for intra/intra-node communication, incurring unnecessary
data copies between individual memory pools. Similar to
NADINO, each of these approaches incorporates a node-
wide network engine-like component to facilitate data move-
ment in and out of the local memory pool. We further com-
pare NADINO against Junction [36] to quantify the cost of
software-based kernel-bypass networking. Junction uses the
same cross-node function placement as NADINO. Junction
function relies on its built-in kernel-bypass TCP/IP stack for
inter-function data transfers, both within and across nodes.
Due to the severely poor overload behavior of kernel-
based cluster ingress (K-Ingress) identified in §4.1.3, we use
the F-stack NGINX (F-Ingress) as the HTTP/TCP cluster
ingress for SPRIGHT and Junction. We additionally evaluate
FUYAO with both K-Ingress (denoted as “FUYAO-K”) and F-
Ingress (denoted as “FUYAO-F”) in §4.1.3. NightCore relies on
its built-in kernel-based cluster ingress. To quantify the ben-
efit of DPU offloading, we additionally run NADINO’s Net-
work Engine on the CPU (version called “NADINO (CNE)”)
for an apples-to-apples comparison.
Performance Analysis: Fig. 16 (1) shows RPS of three
chains (‘Home Query’, ‘ViewCart’, ‘Product Query’), each of
which incur more than 11 data exchanges between functions.
NightCore’s RPS remains 5.1X ~20.9x lower than NADINO
even though it places all functions on the same node to fully
exploit shared memory processing. We attribute this gap to
the duplicated overhead of HTTP/TCP processing at both
the worker node and cluster ingress. SPRIGHT, working with
DPDK-based F-Ingress, achieves up to 8.6x RPS improvement
vs. NightCore. The same observation can be made by compar-
ing FUYAO-F and FUYAO-K, which aligns with our findings
in §4.1.3. Both, NADINO (CNE) and NADINO (DNE) take
one step further: terminating TCP connections at the ingress
and converting traffic to RDMA for fast transmission, which
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Table 2. Average latency (in ms) of online boutique chains.

‘ Home Query ‘ View Cart ‘ Product Query

# clients 20 60 80 20 60 80 20 60 80
NADINO (DNE) | 1.12 255 3.19 | 2.07 3.35 4.36 | 207 3.92 5.18
NADINO (CNE) | 143 439 562 | 1.85 514 650 | 2.06 6.04 7.63

FUYAO-F 353 596 753|343 7.16 9.02 | 426 823 10.7
FUYAO-K 488 8.28 205|495 922 102 | 533 946 114
Junction 3.06 520 6.68 |3.07 6.28 7.86 |3.74 731 947
SPRIGHT 266 7.78 104 | 269 795 10.6 |3.27 962 128
NightCore 10.8 324 428 | 222 651 895 |184 552 734

significantly reduce transport protocol processing overhead.
Jointly working with the lock-free inter-node data trans-
fers, using two-sided RDMA, NADINO (DNE) achieves 2.1x
~4.1x improved RPS compared to FUYAO-F and 2.4X ~4.1x
improved RPS compared to SPRIGHT. Junction’s RPS is over
47% lower than NADINO (DNE) and over 17% lower than
NADINO (CNE) due to software-based protocol processing
overhead, which is duplicated for inter-function communi-
cation. Just like its lower RPS, Junction also shows higher
latency than NADINO (Table 2).

NADINO’s DNE also outperforms NADINO (CNE) (1.3x
~1.8% higher RPS) when handling more than 20 clients: since
CNE co-locates user functions on the CPU, DOCA Comch is
no longer needed. We change the CNE to use eBPF’s SK_MSG
to directly interact with the user functions for intra-node
IPC. However, SK_MSG’s interrupt-driven model begins to
experience interrupt processing load [72] of CNE at high con-
currency (also the single CNE is shared by SK_MSG of many
functions), throttling CNE’s I/O performance. In contrast,
DNE design offloads the I/O handling of user functions to the
DPU, eliminating excessive interrupts and sustaining higher
throughput. Under light load (fewer than 20 clients), CNE at-
tains slightly lower latency than DNE, as interrupt overhead
is minimal, and the CPU’s general-purpose cores yield better
responsiveness (see Table 2). Both NADINO DNE and CNE
latency have significantly lower than the other alternatives.

4.3.1 Efficiency of DPU Offloading. To assess the effi-
ciency of DPU-offloaded network engine in NADINO, we
analyze the CPU/DPU core utilization at the corresponding
load level. For comparison, all other alternatives run their
network engines on the CPU, similar to NADINO’s CNE.
Fig. 16 (4) - (6) shows the efficiency results. FUYAO (both
FUYAO-K and FUYAO-F) constantly saturates its assigned CPU
core (more than 500%) at high load. This is due to its reliance
on one-sided write, which requires the receiver to continu-
ously poll for data arrivals and takes up one core each on
every worker node. In addition, FUYAQO’s reliance on kernel
networking to terminate HTTP/TCP traffic from external
clients and receiver-side copying causes FUYAO’s variants to
have up to 3.5x more CPU utilization than NADINO (CNE).
NADINO (CNE) also has lower CPU utilization, by up to
1.58% compared to SPRIGHT and up to 2.17x compared to
NightCore, owing to its use of RDMA. Junction relies on
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dedicating one full CPU core per node solely for schedul-
ing, which reaches 100% utilization but does not contribute
directly to packet processing.

When we compare NADINO (DNE) and NADINO (CNE),
both operate in a run-to-completion busy loop, maintaining
100% utilization of the assigned DPU/CPU core(s) regard-
less of the load (a total of 200% since we use two worker
nodes - thus two DNEs/CNEs). However, NADINO (DNE)
consistently delivers superior performance than NADINO
(CNE) and all other CPU-based alternatives. This demon-
strates that, through careful optimization (two-sided RDMA,
run-to-completion loop and cross-processor shared mem-
ory), we can unleash the power of DPU even though its core
is much less capable than the CPU core.

The performance and DPU utilization results also suggest
NADINO is more energy efficient than the CPU-only base-
line: NADINO’s DNE runs on ARM-based DPU cores (Armv8
A72), which consume less power than x86 CPU cores due to
a more streamlined instruction set and lower frequency (up
to 2.5Ghz on DPU cores vs. up to 3.7Ghz on CPU cores in
our testbed). This highlights the effectiveness of leveraging a
dedicated DPU for network processing, freeing up valuable
CPU resources while maximizing overall system efficiency
(we leave direct energy measurements to future work).

5 Conclusion
NADINO demonstrated the effectiveness of RDMA-capable
DPU offloading in multi-tenant serverless clouds for improv-
ing data plane performance while reducing CPU usage. By
combining two-sided RDMA with local shared memory pro-
cessing and early termination of HTTP/TCP protocol at the
cluster ingress, NADINO achieves up to 20.9x RPS improve-
ment and 21x latency reduction compared to state-of-the-
arts serverless data planes, using either RDMA or shared
memory, when serving a complex online boutique workload.
With NADINO, we show that these SmartNIC-like DPUs
are NOT in name only but have the ability to reshape the
serverless data plane by delivering zero-copy’s efficiency and
performance, while enforcing network isolation at limited
extra cost. Through careful optimization of the CPU-DPU
datapath (via CPU-DPU memory sharing) and the stream-
lined run-to-completion packet processing pipeline, a DPU-
enabled network engine can largely outperform a CPU-based
network engine (up to 1.8x RPS improvement in an apples-
to-apples comparison) when executing key data plane tasks
in NADINO, including inter-node RDMA data transfers and
managing multi-tenancy, while freeing up 7 CPU cores and
actively using only two wimpy DPU cores.
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A Scalability of Multi-tenancy Support

To further evaluate the scalability of NADINO’s multi-tenancy
support, we extend the setup to 6 tenants, all assigned equal
weights. Each tenant issues client/server requests across two
worker nodes, generating inter-node RDMA traffic through
the NADINO DNE. The experiment begins with a single ten-
ant, and a new tenant is added roughly every 30 seconds,
until all 6 tenants are active. Similarly, after every 30 sec-
onds, a tenant is removed. All other experiment settings are
identical to §4.2.

All the tenants exhibit similar bandwidth shares as the
competing tenants at a given time (as shown in Fig. 17 (1)), as
with the 3-tenant case, indicating that fairness is preserved
even with higher tenant counts. Fig. 17 (2) shows that the
aggregate RPS stays near 110K (the maximum throughput
of the single DPU core we have allocated), showing that
the DNE continues to saturate the available bandwidth as
tenants scale from 3 to 6.
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Figure 17. Scalability of NADINO’s multi-tenancy support.
(1) NADINO’s DNE fairly shares the bandwidth across com-
peting tenants. (2) The aggregated RPS of 3 versus 6 tenants.
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